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3366..  PPhhyyssiiccaall  DDMMZZ  

Vigor 3300 series support physical DMZ function to let user access lots of servers in 
secure via Internet environment. We provide a general user application as a reference 
including case description and configuration of Web interface. There are two modes 
supported in this feature including NAT and Routing mode. Please refer to the following 
introduction about related application and configuration. 

This chapter is divided into the following sections. 

3366..11  GGeenneerraall  ddeessccrriippttiioonn  
Generally speaking, in this feature we usually assign a WAN interface as a physical DMZ 
interface to be used. User can only assign one WAN interface as DMZ at the same time. 
On the other side, user has to enable load balance function and activate the DMZ interface 
at first. 

We provide two examples represented in NAT and Routing mode independently in 
following two sections. 

3366..22  NNAATT  mmooddee  ccoonnffiigguurraattiioonn  
Please refer to the following scenario graph as NAT mode application. 

 
Figure 36-1. NAT mode scenario graph 

In the WAN1 of Vigor 3300V, user has to assign a static (public) IP address. On the other 
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hand, user needs to get a group of IP addresses (by subnet mask) for this application. In 
this case, the range of IP address is 210.243.230.32 to 210.243.230.39. 

The first and the last IP addresses can not be used. We configure 210.243.230.33 as the IP 
address of WAN1 interface, subnet mask is 255.255.255.248. 

We configure DMZ in WAN4 interface, the IP address subnet is 172.16.1.1/255.255.255.0. 
This subnet must be different from LAN subnet. We setup three host servers in DMZ 
interface, these three host servers are connected to a switch or hub. 

Then, we configure the other three IP addresses in IP Alias list. These three IP addresses 
are mapped separately to three host servers.  
210.243.230.34 is mapped to 172.16.1.2; 
210.243.230.35 is mapped to 172.16.1.3; 
210.243.230.36 is mapped to 172.16.1.4. 
In order to make NAT mode work well, user needs to configure DMZ Host function 
together.  

Please refer to the following steps about this case. 

1. Configure WAN1 interface in 3300V 

 
Figure 36-2. WAN1 configuration 
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2. Configure WAN 4 as DMZ interface 

 
Figure 36-3. WAN 4 configuration as DMZ 

3. Configure main WAN page. 

 
Figure 36-4. Main WAN configuration 

4. Configure DMZ Host. 

1). 210.243.230.34 = > 172.16.1.2 



 

Vigor3300 Series Application Note V2.2 212

 
Figure 36-5. The first DMZ Host configuration 

2). 210.243.230.35 = > 172.16.1.3 

 
Figure 36-6. The second DMZ Host configuration 

3). 210.243.230.36 = > 172.16.1.4 

Figure 36-7. The third DMZ Host configuration 

When user completes these settings, user can use this DMZ feature as well. 
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3366..33  RRoouuttiinngg  mmooddee  ccoonnffiigguurraattiioonn  
Please refer to the following scenario graph as Routing mode application. 

 
Figure 36-8. Routing mode scenario graph 
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In this mode, the major different point compared with NAT mode is that user is not 
necessary to configure a private subnet as DMZ in WAN 4 interface and IP Alias in 
WAN1.  

However, user still needs to get some IP addresses from ISP to be used. User can access 
the host servers directly without NAT function. These three host servers can be assigned 
public IP addresses. The IP address of gateway is same as WAN1.  

Please refer to the following steps about this case. 

1. Configure WAN1 interface in 3300V 

 
Figure 36-9. WAN1 configuration 

2. Configure WAN 4 as DMZ interface 

 
Figure 36-10. WAN 4 configuration as DMZ 

Please remember to configure the IP addresses of host servers in DMZ Host IP List. 
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3. Configure main WAN page 

 
Figure 36-11. Main WAN configuration 

When user completes these settings, user can use this DMZ feature as well. 
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